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The contribution gives an overview of the security functions employed h\ the Value
Added Networks technology. The overvievr represents brieHy the user requirements for
secure communication, the basic threats to which communication systems are exposed
and the framework ofOpen Secure Model defining the security functions and services to
be used in an open network. The security mechanisms used for provision of the secunty
services a,nd functions are briefly described. Several applkations used in Value Added
Networks with iabuilt security functions are brietiy introduced at the end.

1 Introduction

Information gains value once it is exchanged or
consumed. To be exchanged or consumed it must
be transferred or delivered. The need for effective
and safety means of carrying this process is today
growing faster then the growth of information and
electronic data processing. Nowadays, informa-
tion interchange and data communication is an
integral part of any modern information system.
Information interchange is a process taking part
in the services offered through networks known
as Value Added Networks or VANs. These net-
works usually interconnect communicating users
with various information services.

Every VAN is difFerent in its structure and the
services it ofFers. Some of the services are very
generalized and some are extremely specialised. A
comprehensive VAN is likely to have the following
general components [1]:

basic network,

generic services,

transaction relay,

application enabling,

information databases,

network management and help desk.

Generic services are general purpose services
needed by a wide range of customers rather being
application or industry specific. The main exam-
ples are electronic mail, bulk data transfer, Elec-
tronic Data Interchange (EDI) and information
services support for managers or professionals.

VANs do not have to own a proper wide area
network, but they generally do. At its simplest
they might just provide point-to-point packet
switching. At a more advanced level they may
also offer protocol conversion to support a wide
range of different equipment. Overall, their aim
is to provide full connectivity between all the
equipment and systems that their customers need.
Connectivity and security are inherently contra-
dictory requirements. However, with specially
added security services it is possible to built open,
fully connected network with any required level of
security.

This contribution gives an overview of the se-
curity functions taken as a part of globally in-
terconnected network. The overview deals with
the user requirements for secure communication,
the basic threats to which communication sys-
tems are exposed and the framevrork of the model
which defines the security functions and services
in an open netvrork. The security mechanisms
employed for the provision of the security services
are briefly described. Several applications used in
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Value Added Networks with inbuilt security func-
tions are briefly introduced at the end.

2 Open networks and threats

Today, separate networks are integrated into a
global connected network known as Global Inter-
net [2] consisting of a number of interconnected
networks. Individual computers and work sta-
tions are connected to fast Local Area Networks
(LAN) spanning office building or parts of them.
These LANs are usually connected into fast area
backbone networks interconnecting one building,
building complex or campus area at a speed com-
parable to that of LANs (100 mb/s). Metropoli-
tan Area Networks are emerging. They will span
entire cities with speeds above 100 Mb/s. Un-
like LANs, MANs will be an integral part of
the modern public network infrastructure being
owned and operated by teleoperators and sharing
the addressing and network management schemes
of other public network. Wide Area Netvvorks
are used for long-haul services. Modern WANs
are based on fibber optics transmission systems
in the Gb/s speed range. All these networks to-
day are not anymore separate physical networks
but rather virtual networks, i.e collections of Net-
work Service Access points (NSAPs) forming one
world-wide logical network. One NSAP can si-
multaneously belong to any number of such log-
ical networks. The protocol suites used in these
interconnected logical network are mainly the In-
ternet protocol i.e TCP/IP suite defined on the
Request for Comment standards [3] and the OSI
protocols developed within OSI Reference Model
[4]. Upper layer ISO protocols can be run on
the top of TCP/IP and vice versa, enabling the
connected networks with different technology to
provide global connectivity. Recently, the Con-
nectionless Network Service and Protocol devel-
oped within ISO was adopted as an RFC standard
and that among the other developed interworking
techniques can be considered as step forward to-
wards better coexistence of these technologies and
provision of global connectivity.

Connectivity and security are inherently con-
tradictory requirements. However, openness as is
understood today does not mean lack of security
but it means interconnectivity and the ability to
interoperate betvveen systeras in different organi-

zations and from different manufacturers. When
an open distributed system is built up it becomes
essential to define the user requirements regard-
ing the security of communication. The users,
depending on which service of the communicating
systern are they using may require difFerent level
of security. Usually, users are concerned with the
follovving:

- the identity of the other communicating
party,

- that nobody else can listen to the session,

- that nobody can undetect delete from,
change or add to the information they are
interchanging with other party,

- that commitments made during the session
can beyond reasonable doubt, afterward be
provided to an impartial judge.

The user apprehensions come out from the fact
that the communication systems and resources
connected are usually targets of different threats.

The threats can be oriented towards the com-
munication network itself or towards unautho-
rized access to local system where the commu-
nication network is used only as a medium of ac-
cess. So, three categories of assets within a glob-
ally interconnected network can be identified, the
manipulation of which is a serious threat:

- the resources in the network,

- the informations conveyed

- and partner relations.

Local systems are resources accessed through
the communication system and they must be pro-
tected. The communication system itself is a re-
source and must be protected too. The users of
communication systems expect the communica-
tion system components to be present and to func-
tion and in that sense, the availability of services
and stability of services are also the assets of the
communication system and need protection.

Informations are the actual content of commu-
nication. Unauthorized access to informations,
both by eavesdropping and by damaging, can de-
stroy the value of information. Informations held
locally and accessible through communication me-
dia also belong to that category.
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The relation between communicating partners
is another basic asset of communication. With-
out trust in the authenticity of a communicating
partner all communication with is worth noth-
ing. Trusted partner relations are characterised
by: the trust in the identity of the partner and
the trust in the actions of communications.

All the assets of the communication system
are exposed to two fundamentally different kinds
of threats i.e intentional or not intentional. In
the classical security technology only one type of
threats is considered i.e the intentional threats
represented by the act of espionage and sabo-
tage. Espionage comprises all passive intentional
threats such as to get unauthorized knowledge of
confidential or classified information. Sabotage
comprises all active intentional threats i.e all kind
of unauthorized manipulation of data, access to
the resources to the communication system etc.

The other potential accidents which are also re-
garded as security relevant in the communication
networks are accidental threats such as bad main-
tenance leading to an interruption of the network
services. From the point of view of the users it
does not make any difference if this is caused by
a malicious or by an unable administrator.

The various threats and attacks in an open
environment are classified within the framework
document of ISO (International Standard Orga-
nization) [5]. This document (ISO -7498 part 2)
identify five difFerent attacks to the open commu-
nicating system i.e :

— masquerade,

— repudiation of action or service or,

— denial of service.

— data interception

— data manipulation

a. Masquerade can happen during the mu-
tual validation of the message transfer agent
(MTA is an entity which transfer/exchange
messages in the electronic mail service) is
by the exchange of the MTA names in plain
text. An unknown MTA (for example in test-
ing procedure) may be interconnected with
some operational MTA by sending one of the
known MTA names. This is a typical mas-
querade of identity with the intention to steal

vrorking resources or information. The mas-
querade of user identity is possible also by
tricky handling of routing oriented addresses
[6].

b. Repudiation of action or service: repudiation
of origin, submission, or delivery of informa-
tion is extremely painful if contracts or other
business documents are considered. How to
trust to an invoice received by an EDI service
if no evidence of the sender identity can be
provided?

c. Denial of services: denial of services can hap-
pen due to accidental interruption caused by
local system failures or by nonconformant
components in cooperating systems, such as
erroneous entries in address routing or name
mapping tables. Intentional interruptions are
normal for maintenance purposes.

d. Datainterception: the breach of confidential-
ity is the most common attack in the exist-
ing networks. It is impossible to guess the
number of intentional espionage by system
administrator or other unauthorised persons
able to read data on their own or on other
systems. Data may be intercepted also non
intentionally in case of misrouted messages
etc.

e. Data manipulation: is any kind of unautho-
rized modification of data and thus violates
their integrity. The managing of electronic
mail addresses is also in some sense a vi-
olation of integrity, accidentally caused by
bad maintenance. This is obviously a case in
gatewaying, electronic message get loss or cut
of their bodies. This type of vulnerability of
the communication system includes also ma-
nipulation of a message contents in the orig-
inator's local store after non-repudiation of
submission and/or manipulation of message
contents in the recipienfs store after non- re-
pudiation of delivery of the message.

The situation that communication services not
being provable and that different security fail-
ures can happen in a globally interconnected net-
work was acknowledged on many forums. Some of
them spent a lot efforts to develop security func-
tions and to provide security models. ISO has
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addressed the security issue in several documents
defining the Security Services or more properly
the Security Functions in an Open Environment.
General overview of the Open Secure Architecture
is given in the Security Frameworks document [7].

3 Security functions and
services

The Security Framework is intended to address
the application of security services in an Open
System Environment, where the term "Open Sys-
tems" is taken to include areas such as Data
Bases, Distributed Applications, OfRce Docu-
ment Processing and Communication Netvvorks.
This framework defines the means of providing
protection for systems and objects within the
systems and with interactions between systems.
The framework address both information and se-
quence of operations which are used to obtain spe-
cific security services. These security services may
apply to the communication systems as well as to
the information exchanged between systems and
to the local resources or data managed systems.
The term security in the ISO framework is de-
fined as "a mean of minimizing the vulnerabilities
of assets and resources". Security is therefore un-
derstood as a system preventing the attacks and
protecting the assets from the threats. Threats
are therefore, encountered by security services
implemented at different layer of communicating
networks or within the user interfaces. Security
services are implemented by employing security
mechanisms. Some mechanisms prevent attacks,
other detect attacks, some of the latter provide
recovery of an unmanipulated state. They are:

Authentication: Many open systems applica-
tions have security requirements which de-
pend upon correctly identifying the princi-
ples involved. Such requirements may in-
clude the protection of assets and resources
against unauthorized access, for which an
identity based access control mechanism
might be used, and/or for accounting and
charging purposes. The process of corrob-
orating an identity is called authentication.

Access control: Many open systems applica-
tions have security requirements which de-
mand that resources be only used in a man-

ner consistent with the prevailing security
policy. The process of determining whether
the use of resources within an open system
environment is permitted and subsequently
preventing such use is called access control.

Non-repudiation: the non-repudiation services
ensures the proper collection and mainte-
nance of information consisting of the origin
or delivery of data in order to protect an orig-
inator against the false denial of a recipient
that the data has been received or to pro-
tect a recipient against the false denial by an
originator that the data has been sent.

Data Integrity: the maintenance of data value
is actually its integrity. Many open sys-
tem applications have security requirements
which depend upon the integrity of informa-
tion. Such requirements may include the pro-
tection of information used in the provision
of other security services such as authentica-
tion, access control, confidentiality, audit and
non-repudiation, that, if an attacker could
modify them could reduce or nullify the ef-
fectivness of those services.

Data Confldentiality: Many applications have
requirements vvhich depend upon the se-
crecy of information. Such requirements may
include the protection of information used
in the provision of other security services
such as authentication, access controls or in-
tegrity, that if known by an attacker, could
reduce or nullify the efFectiveness of those ser-
vices. The maintenance of the secrecy of data
is called confidentiality.

Audit: A security audit is an independent review
and examination of system records and activ-
ities. The purpose of a security audit is an
independent review and examination of sys-
tem records and activities. The security au-
dits: tests the adequacy of system controls,
confirm compliance with established security
policy, recommend any indicated changes in
controls, policy and procedures, assists in the
analysis of the attacks, and hence recom-
mend damage control procedures. A security
audits requires the collection and recording
of security related events in a security au-
dit trail. A security audit itself involves the
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analysis and reporting of the information col-
lected by the security audit trail.

Key management: In communication and in-
formation systems there is an ever increas-
ing need for data to be protected against
unauthorized disclosure or manipulation us-
ing cryptographic mechanisms. The security
and reliability of such mechanisms is directly
depended on the protection afforded to a se-
curity parameter, called the key. The pur-
pose of the key management is to provide
procedures for handling cryptographic keying
material to be used in symmetric or asym-
metric cryptographic mechanisms. Key man-
agement includes key generation, key distri-
bution, key installation, key storage and key
deletion. A fundamental problem in a key
management is to establish keying material
whose origin, integrity, and in the case of se-
cret keys, coniidentiality can be guaranteed.

The placement of particular security function
in the Open Architecture is not exactly defined.
Security services or functions may be provided
by different layers and by difFerent protocols de-
pending of the user and application requirements.
Some applications are more and some are less vul-
nerable. The protection of particular application
depends also of the adopted security policy and
on the technology used. It can be said, that no
universal model exists and that the placement of
particular function is chosen after the features and
the requirements of particular application regard-
ing security are identified and by pragmatic con-
siderations.

For example, in connection oriented end to end
services the transport connection is dedicated to
serve one end to end instance of communication
and for that reason any security function can be
placed at the transport layer or between the trans-
port and the network layer. There are several
protocolsv that implement several security func-
tions on that level i.e NLSP, SDNS, EESP and
SP4 [7]. The placement of the function depends
aJso on particular user requirement such as for
example traffic flow confidentiality. This security
function can only be reliable implemented at lay-
ers 1 through 3.

In the case of connection-less protocols such as
IP the label techniques known as IPSO (IP Se-
curity Option) is used. Such labels (sensitive,

unclassified, top-secret etc) are usually accompa-
nied with encrypted data. If the data are sent
to a trusty communication system (the delivery
of data is guaranteed to be to a authorized local
system) then the label could be satisfactory pro-
tection but in the case of untested netvrork i.e a
public data network then the packets of data are
encrypted.

The placement of Authentication, Integrity and
Confidentiality functions in the higher layers or
directly in the Application Processes such is elec-
tronic mail is straight forward solution which is
pragmatic but not optical. Placement of the se-
curity functions and mechanisms for each applica-
tion (i.e for Virtual terminal, for File Transfer, for
Directory services etc) separately requires exces-
sive development and duplication of functional-
ity. This approach also contradicts the principle
that security should be an integral part of the
whole communication system and services pro-
vided. However, the practice has shown that this
approach is much more used today due to the
complexity of the Interconnected networks and
different requirements for security in different ap-
plications.

The security functions and services in the net-
works are provided by employment of security
mecharilsms. The security mechanisms are also
deiined in the Open Framework [5]. They are
briefly described in the chapter that follovvs.

4 Security mechanisms

Mechanisms and algorithms providing different
security functions and services are all called secu-
rity mechanisms. In fact these mechanism form a
hierarchy:

Higher level mechanisms, such as security pro-
tocols and semantic message contents,

Lower level mechanism, such as cryptosystems,
forming parts of the above mentioned higher level
mechanisms,

Physical mechanisms, such as encryption chips
and pieces of program code, implementing the
above mentioned mechanisms.

The application of these mechanisms depend
mainly on the security functions required and on
the complexity of the system to be protected.
The security of a local system can, to a great
extent, can be ensured by physical security ar-
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rangement. However, in a global open network it
is impossible to guarantee security of communi-
cations by means of physical safeness and there
cryptographic techniques are applied.

4.1 Cryptography

Cryptography is a long-established way to keep
information secret but nowadays the crypto-
graphic mechanisms are specially developed and
used to protect transfer of data and information.
There are many cryptographic mechanisms but
as basic ones used in globally connected networks
the following are considered: encryption and tech-
niques for providing integrity and authentication
of the messages. For more details see [8,9]

An encryption mechanism is used to convert a
cleartext message into a cryptogram. An encryp-
tion mechanism is based on a public algorithm
and at least one key whose value is randomly cho-
sen from larger set. A symmetric cryptosystem
has two functions i.e encrypt and decrypt. A mes-
sage encrypted with key K can be only decrypted
with the same key [10].

In asymmetric encryption mechanisms the key
is divided into two parts, the encryption key and
the decryption key, in such a way that the en-
cryption key specifies the encryption transforma-
tion and the decryption key determines its left
inverse mapping decryption. The receiver of data
holds a secret key with which he can decifer but
a different key is used by the sender to encipher
and this can be made public vvithout in any way
compromising the system. This system provides
secure communication in only one direction. It
is known as asymmetric or public key encryption
mechanism.

If it is unfeasible to derive the encryption key
from the decryption key then the system is called
public key signature mechanism. In that case ad-
ditional information is required to check the dig-
ital signature. An asymmetric encryption mech-
anism provides complete confidentiality (only the
legitimate recipient in possession of the secret key
can decrypt the message) but no authentication
of the sender (anybody with access to the recipi-
ent's public key could generate the message) but
if the technique of digital signature is applied then
authentication can be provided too. Unlike a nor-
mal signature on a document, the value of the
message i.e the whole plaintext of the message is

transformed. In order to check the signature, the
receiver applies the encipherment function using
the public key of the sender. If the result is a
plaintext message, the signature is considered to
be valid. The argument for its validity is that
only by possessing the secret key could anyone
produce the transformed message which enciphers
with the public key to generate a valid plaintext.
Tliere are other ways of forming digital signature
in wliich the signature is not transformation of
the message itself but an additional and separate
value tlial goes along with the plaintext. In that
case also origin and integrity of the message may
be claimed.

Data Integrity mechanisms provides means for
the sequence of messages to stay intact. This
means that no message have, undetected been
omitted or duplicated and that the original order-
ing of the messages is preserved. Data integrity
provides detection of the changes in the data be-
ing transferred, optionally recovering from the
changes, when possible and reporting the cases
where recovery is not possible. Usually the tech-
nique of a Checksum [11] or, preferable Cyclic Re-
dundancy Check [12] is used to detect changes in
the data stream. Both represent a special field
in the message which content guarantee that the
data were not changed.

Authentication is today used by use of pass-
words which are concerned as very vulnerable and
that sort of Authentication is known as weak Au-
thentication. Strong Authentication can be based
on symmetric or public key cryptography. The
procedure of Strong Authentication and key ex-
change is described in the CCITT Recommenda-
tion X.5O9 [13] or ISO 9594 [14]. With symmet-
ric cryptosystems a mutually agreed pairwise key
belonging to the appropriate security context is
used for Strong Authentication between any pair
of parties A and B. Public key signature mech-
anisms have several advantages over symmetric
cryptosystems when used for authentication. Key
management is greatly simplified by the fact that
only public keys of the pairs need to be shared
and only one key pair is needed for each party.

A rapidly growing area in that field is that of
zero-knowledge techniques [15]. In these tech-
niques, the secret authentication information of
each party plays very much the same role as the
secret key in the public key cryptographic system
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but it can not be used for data encryption, only
for data authentication and possible digital sig-
nature. Some existing zero-knowledge techniques
make key management very simple by completely
abolishing the need for user dependent public key.
The draw back of these techniques is that they re-
quire the secret keys to be generated by a trusted
third party and they can not be used for confi-
dentiality.

In the case of cryptography, the physical mech-
anism at the bottom of the hierarchy that are
needed to actually perform the cryptographic
functions employed can be pieces of software run-
ning on a piece of hardware or hardware. With
the transmission speeds offered by current data
networks, the efficiency of the physical mecha-
nisms used is becoming a major issue of sys-
tem design. The choice betvveen various physical
mechanism is trade-ofF between economy, flexibil-
ity and performance. For details see [16].

4.2 Known cryptosystems

The most commonly used today cryptosystems
are the Data Encryption Standard (DES) which
development was initiated by US National Bu-
reau of Standards but later resulted in many
commercial applications [17]. The Rivest-Shamir-
Adleman (RSA) algorithm is the most commonly
used and probably most usable Public Key Cryp-
tosystem today [18]. The Diffie-Hellman scheme
first proposed as the first published "public key
algorithm" is still concerned as one of the best
methods for secretly sharing pairvvise symmet-
ric keys [19]. The algorithm is based on pub-
lic "half-keys" and secret values associated with
them. From their public half-keys the commu-
nicating parties can determine a pairwise session,
which remains secret from other parties. This key
can then be used for mutual authentication and
or exchanging secret information.

5 Security policy

An integral part of the Open Security Framework
is the Security Policy. A security policy is a set of
rules which constrain one or more sets of security
relevant activities of one or more sets of elements.
Secure policy need not apply to all activities and
elements in a communication system. This means

that its specification must inchide a specification
of the activities and the elements to which the
policy applies. The rules for each security service
are derived from the security policy.

Security policies are conventionally divided into
Identity-Based and Rule-Based policies; Identity-
Based security policies are based on privileges or
capabilities given to users and/or Access Control
Lists associated with data items and other re-
sources. In a Rule-Based security policy, Security
Classes are normally used for determining what is
authorized behaviour. In identity-based systems,
the users traditionally identifies himself by pre-
senting to the system something he knows (e.g a
password). This is often called "need to know"
policy.

It is only after an explicit security policy has
been stated that security becomes an engineering
problem and every organization seriously inter-
ested in security should have one. The enforce-
ment of the adopted security policy and monitory
of security related events lies in the domain of
engineering.

A body responsible for the implementation of a
security policy is called Security Authority. Secu-
rity Authority may be a composite entity but such
entity must be always identifiable. A security do-
main is a set of elements under a given policy
administered by a single authority for some spe-
cific security relevant activities. An activity in-
volves one or more elements such as: connections
between difFerent layers in the protocol suite, op-
eration relating to a specific management func-
tion, non-repudiation operations involving a no-
tary etc. The enforcement of the adopted secu-
rity policy usually goes through generation of se-
curity control information. One of them is a Se-
curity Label. A security label is a set of security
attributes that is bound to an element, communi-
cation channel or data item. A security label also
indicates, either explicitly or implicitly, the au-
thority responsible for creating the binding and
the security policy applicable to the use of the
label. A security label can be used to support
a combination of security services. Examples of
security labels are: indication of sensitivity i.e un-
classified, confidential etc, to indicate protection,
disposal and other handling requirements.

Another very important Security Control Infor-
mation (SCI) is the Certificate. A certificate con-
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tains SCI relating to one or more security services.
Certificates are issued by Certification Authority.
It is used to convey SCI from an authority to en-
tities which require this information to perform
a security function. In general a certificate may
contain SCI for all security functions.

The security mechanism described in the chap-
ter above involve the exchange of SCI either be-
tween two communicating parties or betwoen the
security authority and the interacting parties.
There are two common forms of protected secu-
rity information that are used by the d< scribed
mechanisms. One is called security lokeu, used
to protect security information that is passed be-
tween interacting parties. The other is called a
security certificate, used to protect security infor-
mation obtained from an authority for use by one
or more of the interacting parties.

The Security Framework [5] does not define the
methods and the procedures for implementing the
Security Policy and related SCI. This is left to be
developed by particular organization and system.
The security models and techniques developed for
VANs and globally interconnected netvvorks is rel-
atively new and the number of publicly known im-
plementations is relatively small. The following
chapter gives a brief overview of known applica-
tions in the field.

6 Applications providing
secure functions in VANs

6.1 Kerberos

The most prominent strong authentication service
in wide use today is the Kerberos Authentication
Server created in the Athena project at MIT [20].
Kerberos is in everyday use in several major U.S
universities and obviously has solved a number of
security problems in them. In Kerberos, authen-
tication is based on symmetric encryption which
precludes the stronger service of non-repudiation
and leads to the problems of key management.
However, non-repudiation is not considered as a
serious threat in university environment. Ker-
beros works in limited environments and there-
fore the number of shortcomings such as the pos-
session of the all master keys by only one party
i.e Kerberos itself can become unfeasible to be
managed one day when the number of users and

service grow.

6.2 Private Enhanced Mail
The other forthcoming application within the
Internet is PEM (Private Enhanccd Mail) [21].
PEM provides security services for e-mail users
and is a result of the developm,ent efforts by BBN
in Cambridge, U.S based on the RFC 1113-1115
which have been developed by IETF (Internet En-
gineering Task Force) Privacy and Security Re-
search Group [22]. The services provided are the
following: confidentiality, data origin authentica-
tion and connectionless integrity as defined by
ISO [5]. These services are bundled into two
groups:

1. default services meaning tliat all messages
processed via PEM incorporate the authen-
ticity, integrity and non-repudiation support
facilities and

2. optional services such as confidentiality.

For compatibility purposes PEM is designed to
be transparent for X.4OO message transfer agent
systems. In the recipienfs workstation PEM mes-
sages may be retrieved also by Post Office Pro-
tocol [22] or by IPMS protocol P7 as defined in
X.4OO environment [23].

PEM message processing involves three steps:
SMTP (Small Mail Transfer Protocol) canonical-
ization needed for compatibility with the MTAs,
computation of the message integrity code (MIC)
and computation of the optional message encryp-
tion code. The second step begins with the calcu-
lation of MIC (similarly to DES message authen-
tication code) then encryption follows if required
by the originator. Message key, used exclusively
to encrypt the particular message, is generated
specially for that message. The encryption algo-
rithm employed is specified in the Key-info field
in the PEM header along with any parameters
required by the algorithm. The message text is
then encrypted using this per-message key. The
third and final processing step renders encrypted
or MIC-only message into a printable form suit-
able for transmission via SMTP or other messag-
ing systems.

To provide data origin authentication and mes-
sage integrity, and to support non- repudiation
with proof of origin, the MIC computed in step 2
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is padded and then encrypted using private com-
ponent of the originator's public public key pair.
This eflFects a digital signature on the message,
which can be verified by any PEM user. If the
message is encrypted, this signature value is en-
crypted using the secret, per message key, which
was ernployed to encrypt the message itself. The
resulted value is 6-bit encoded and included in the
MlC-Info field along with the identifiers of the
MIC algorithm and digital signature algorithm.
The MD2 hash function is employed as the MIC
algorithm and the RSA algorithm is employed as
the digital signature algorithm [22]. A hash func-
tion is a well defined function of a message which
appears to generate a random number.

The PEM specification recommend use of pub-
lic key cryptography for message integrity and au-
thentication and for distribution of message en-
cryption keys. PEM uses the public key certifi-
cates as defined in the CCITT X.5O9 Recommen-
dation [13]. On the basis of X.5O9 definition of
certificate handling an Internet Certification Hi-
erarchical (ICA) scheme is envisaged in which dif-
ferent Certification Policy's are employed. ICA is
expected to be developed in near future. For de-
tails see [21].

6.3 SecuDe System

SecuDE is software package which consists of Se-
curity Application Programmers Interfaces pro-
viding support for the application of the Authen-
tication Scheme and Certificate Handling, The
Privacy Enhanced Mail Support, X.4OO Message
handling and Key Management. The system pro-
vides various cryptographic mechanisms such as
DES, RSA, hash functions, key generation and
generation and verification of digital signature
[24]. The signature algorithm employed is a com-
position of a hash function followed by an RSA
function. The signer's public key which is used
for the verification of the signature is certified
by Certification Authority. For encryption, the
DES algorithm is used and for the transfer itself
the secret DES key is RSA encrypted. For every
user, the pair of RSA keys used for encryption
and decryption is different from the pair of RSA
keys used for signature and verification. A special
module is provided for support of the functions
for the generation and distribution of keys, cer-
tificates and certification paths enabling the func-

tionality of the Certification Authority as envis-
aged in X.5O9. Additional module is also devel-
oped for support of PEM and secure X.4OO mail
[25].

6.4 EDI and Inter-Bank payment
system

Other applications of the Security Framework
Services are in the EDI environment and in
the Inter-Bank payment systems [26]. Some of
them (i.e the system ETEBAC 5 developed in
FRANCE [27] use the authentication mechanism
as defined in X.5O9 and the C (Message Authenti-
cation Code) computed on plaintext data. MAC
is defined in the document ANSI Financial Insti-
titution Message Authentication and is a sort of
authenticator). The MAC key is exchanged (en-
crypted under RSA) for each session. The confi-
dentiality is configured by another key drawn by
the sender. The non repudiation is based on the
RSA algorithm. The digital signature comprises
the MAC calculated on the Message Identifier and
MAC calculated on the whole message. The se-
cret key of the sender issued for computation of
the signature.

The Holland AMRO-ABN bank implementa-
tion comprises two modules: a one way hash func-
tion which compresses the bulk payment to a code
of a fixed length. This module is based on the
DES algorithm. The output code of the mod-
ule 1 (hash function) is encrypted with an RSA
digital signature to provide currently authenticity
and non-repudiation . Three main functions are
essential: user identification, generation of digi-
tal signature and verification of digital signature.
The necessary key management is based on the
generation of the keys by every user and the cer-
tification of the keys by a Certification Authority
after checking both the integrity and authenticity
of the keys. Key generation is planned to be based
on CCITT X.509.The response messages are used
to provide non-repudiation of receipt.

Teletrust (Trustworthy Telematic Transac-
tions) implements the public key mechanism and
reliable hashing functions. The basic Teletrust
device is a token.lt is a credit card size chip that
can not be tampered. The token is protected by a
PIN (Personal Identification Number, a sequence
of digits used for identification of the holder of a
bank card ) and is used as payment device. The



50 Informatica 17 (1993) 41-51 B. Jerman-Blažič

token is activated by the user and the mutual
authentication with the service provider is per-
formed by exchange of the public keys with RSA.
Once completed, a payment transaction may take
place and the token is used to "sign" the payment
(digital signature).The authentication requires a
Certification Authority (in this case the central
bank). The token stores therefore the public keys
and the signatures of the central bank used for
the authentication of the users's bank, which is
used for authentication of the user and the user,
which is used for the authentication of the trans-
action.The digital signature is used for authenti-
cation, integrity and non-repudiation service.

7 Conclusion

Security is a central consideration in the evolu-
tion of Value Added Networks. Security services
and functions are needed to protect the infrastruc-
ture of the communication system, the local re-
sources as well as to provide enough assurance to
the prospective users by guaranteeing safe trans-
port of sensitive and high value information. For-
tunately, today the fast progress of technical de-
velopments is rapidly improving the security of
the networks providing in the same time open-
ness, connectivity and safety.
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