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Adoption of smarthome devices: Blinded by benefits,
ignoring the dangers?
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Abstract. Smarthomes aim to facilitate everyday tasks of their residents. To achieve this, a substantial amount
of data is being collected and analyzed in smarthome systems. Smarthomes are comprised of a myriad of
individual smart devices (e.g., sensors, home appliances), control centers (e.g., smart TVs) and even systems
(e.g., cooling system). Since these devices are connected to the internet (e.g., for remote management through
mobile apps integrated into a manufacturer’s cloud), they are threatened by cyberattacks and other dangers
to security and privacy of smarthome residents. In the paper we try to determine which factors influence the
adoption of smarthomes. A survey is conducted among internet users using convenience sampling (N = 120).
Findings suggest that the use of smart devices is associated with benefits and knowledge of smarthomes but
not with the perceived dangers nor presence of smarthomes. A probable explanation is that the benefits of
smarthomes outweigh their dangers when individuals are deciding to adopt them.
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Sprejemanje naprav v pametnih domovih: Zaslepljenost s
koristmi, ignoriranje nevarnosti?

Cilj pametnih domov je olajšati vsakodnevna opravila stanoval-
cev. Da bi to dosegli, se v sistemih pametnih domov zbira
in analizira velika količina podatkov. Pametne domove ses-
tavljajo številne posamezne pametne naprave (npr. senzorji,
gospodinjski aparati), nadzorni centri (npr. pametni televizorji)
in celo sistemi (npr. hladilni sistem). Ker so te naprave
povezane z internetom (npr. za oddaljeno upravljanje prek
mobilnih aplikacij, integriranih v proizvajalčev oblak), jim
grozijo kibernetski napadi ter druge nevarnosti za varnost
in zasebnost stanovalcev v pametnih domovih. V prispevku
poskušamo ugotoviti, kateri dejavniki vplivajo na sprejemanje
pametnih domov. Med uporabniki interneta je bila izvedena
anketa z uporabo priročnega vzorčenja (N = 120). Ugotovitve
nakazujejo na to, da je uporaba pametnih naprav povezana
s koristmi in poznavanjem pametnih domov, ne pa tudi z
zaznanimi nevarnostmi ali prisotnostjo pametnih domov. Ver-
jetna razlaga je, da koristi pametnih domov prevladajo nad
njihovimi nevarnostmi, ko se posamezniki odločajo za njihovo
sprejemanje.

1 INTRODUCTION

Automation of home systems dates back to 1975 when
the Scottish company Pico Electronic developed a spe-
cial solution that allowed devices to communicate over
the electrical network at homes. At that time, devices
made it possible to simply switch off lights in another
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room using the code number that the transmitter commu-
nicated to the receiver. Today, one can communicate with
cameras, motion sensors and other devices facilitating
and simplifying their everyday tasks through an internet
connection, e.g., by using smart phones [1]. Smarthomes
are equipped with smart devices, such as sensors and
transmitters, that collect and analyze data in order to
be able to respond to a changing situation at home [2].
They enable residents to remotely monitor and control
their homes as well as automatically adjust the living
conditions according to the situation (e.g., adjusting
heating and lighting for late-night visitors). Due to their
ability to facilitate everyday tasks, smarthomes are also
important for people with disabilities, limited mobility
and other limitations [3].

Besides various benefits, smarthomes also pose vari-
ous dangers to their residents. Smarthome devices pro-
cess and store a significant amount of data of smarthome
residents’ everyday activities and routines. Since this
data is typically sent to providers of smarthome devices,
this gives them an insight into the privacy of smarthome
residents. Besides, smarthome devices may lack the
needed security mechanisms that would ensure adequate
data protection due to their limited capabilities (e.g.,
battery life, processing power). Smarthome devices are
also exposed to cyberthreats, such as hacker intrusions
or malware infections, due to their connection to the
internet [4].

Smarthomes are being gradually adopted and little
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research has been done on the security- and privacy-
related factors affecting it. In this paper, we try to
address this gap by focusing on factors affecting the
adoption of smarthome devices. In particular, we study
how the perceived benefits and threats of smarthome
devices affect their adoption and how the knowledge
and the perceived presence of smarthomes contribute to
adoption of smarthome devices.

The paper is structured as follows. Section 2 presents
smarthomes and the related research. Section 3 develops
a research model. Section 4 presents research methods.
Section 5 presents results of a survey data analysis.
Section 6 discusses the results, draws conclusions and
gives suggestions for the future work.

2 THEORETICAL BACKGROUND

In this section, we first define and present smarthomes
focusing on their relation to smart devices. Then, we
discuss the smarthome benefits and threats to both
smarthomes and their residents.

2.1 Smarthomes
The rapid development of the internet of things

and smart devices has led to a boom in a variety
of applications in smart systems in which people and
things are interconnected [5]. The great deployment
of communication networks, increased availability of
networked sensors, and data analysis tools have enabled
the emergence of smart systems, such as smart health,
smart agro, smart transportation, smart cities, smart
buildings, smarthomes and others [5], [6], [7], [8], [9],
[10].

A home needs to fit three basic criteria to be consid-
ered as a smarthome [11], [12]. First, it needs to have an
internal network of any kind (e.g., wired, wireless, cable)
[11], [12]. Next, it needs to enable intelligent monitoring
of devices connected to the internal network [11], [12].
Finally, it needs to enable home automation (i.e., control
of electronic devices with a lowered human interaction)
[11], [12]. Additionally, it can include internal sensor
systems that provide residents the ability to monitor,
control and remotely manage a smarthome by accessing
smart devices from anywhere in the world [13]. One of
the goals of smarthomes may therefore be to provide
the owners the ability to control a smarthome no matter
where they are located [14].

Smarthomes are made up of devices capable of com-
municating with each other, thus forming an intercon-
nected ecosystem. It comprises of a set of a connected
evolving technology and intelligent systems with tech-
nologically demanding functions, such as voice man-
agement. Smarthomes may be operated through mobile
applications and devices that typically enable an access
to individual smarthome devices, a central unit, such
as smart TV or smart fridge, or dedicated interfaces

(e.g., on the wall) [2]. Smarthomes increasingly include
smaller smart devices that make it easier for a user to
manage the day-to-day tasks. Their use is simplified
if they are connected to a common system that inde-
pendently manages them. In order not to overload the
residents with micromanaging smarthomes, management
of smarthome devices is being increasingly automated
with the use of artificial intelligence, and machine
learning in particular. Individual smarthome devices
therefore provide comfort, security, energy efficiency,
etc., and smarthomes as smart systems learn residents’
preferences and adapt to them [13], [15]. Smarthomes
can be set up for a fully independent operation, direct
user interaction or a combination of both [16].

With the aging population, the human resources and
space needed for providing adequate healthcare are
becoming scarce. Smarthomes may help find ways that
would enable the elderly and people with disabilities
a more independent life while preserving and perhaps
even enhancing the level of provided healthcare service
[17]. Smarthomes may be integrated with smart hospitals
which aim to expand the boundaries of classical hospi-
tals. For example, smart devices for automatic monitor-
ing of health and remote administering of medications
may help transform smarthomes into an extension of
a smart hospital. Smarthomes may provide a better
quality of life for the elderly, patients and people with
disabilities just because they would be located in the
home environment. These kinds of systems include a
technology that allows, for example, automatic illumi-
nation of the light with the motion sensor, control of the
blinds, changing of the room temperature, opening and
closing doors and windows, etc. [18].

There are several ways to construct a smarthome.
Smarthomes can be either new buildings with a stan-
dardized base system and optional additional compo-
nents according to the requirements of the owner, or
existing buildings that have been subsequently upgraded
(e.g., during reconstruction, installation of a smart sys-
tem) [12]. In principle, preplanned smarthomes tend
to be more homogeneous. This is however rarely the
case due to the rapid evolution of technologies used
in smarthomes. Already during the construction of a
smarthome, some of the planned smarthome devices
or technologies may become outdated (e.g., cable-
connected devices). This is even more evident after-
wards as smarthomes are being used for decades after
construction. Therefore, we can consider smarthomes as
heterogeneous smart systems which are composed of
devices from different manufacturers, capabilities, and
eras.

Since smarthome devices are often lacking adequate
security mechanisms, attempts have been made to trans-
fer security to the entire system level and not just indi-
vidual devices [19]. Various kinds of protocols for se-
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curing communications aim to provide the data integrity
and privacy [20], [21]. Although the use of cryptography
is highly encouraged, there are severe obstacles to its
adoption due to poor specifications of a high share
of smarthome devices [22]. Residents may help secure
smarthomes up to a certain point with certain security
measures, such as regularly updating smart devices and
systems, backing up data, using antivirus solutions, etc.
[23], [24], [25], [26]. This may be however hindered by
factors that residents have no control over, e.g., if the
device manufacturer does not provide updates, goes out
of business, does not have a privacy-friendly data policy,
etc.

2.2 Dangers of smarthomes
Smart devices collect and store huge volumes of data

[27], [28]. Devices that are directly connected to the in-
ternet are most at risk as they are exposed to cyberattacks
although the heterogeneity of smart systems widens the
attack surface [29], [28]. Even though cyberattacks were
recently more or less associated only with the theft and
misuse of data, a cyberattack on a smarthome device
or system may cause a material damage in the real
world, personal injury or even death (e.g., disabling a
carbon monoxide monitor in the garage). In addition to
cyberattacks, there are also other threats to smarthomes
such as the ones presented below [30].

Physical attacks. These attacks are related to having
a physical access to smarthome devices, such as the
destruction and theft of smarthome devices, relocation
or removal from their original location, direct infection
with malware and extraction of stored data [31].

Catastrophes. Catastrophes are divided into natural
disasters (e.g., earthquakes, floods, avalanches) which
are consequences of natural forces and are devastating
to people and the infrastructure, and environmental
catastrophes (e.g., fires, explosions, releases of toxic
substances). A smarthome can be threatened just by its
location (e.g., floods). Catastrophes may lead to los-
ing communication links with and within a smarthome
which causes a full smarthome failure.

Eavesdropping and interception. Smarthome devices
often use wireless communication which enables anyone
with a good enough receiver to eavesdrop and intercept
it. Since wireless communication is often not encrypted,
attackers may pick up sensitive data that can be later
misused (e.g., for planning an intrusion into a smarthome
when its residents are away, blackmailing the residents)
[32], [33].

Unintentional and accidental damages. Complex sen-
sor networks in smarthomes collect sensitive data about
residents and could disclose more data than residents
would want to disclose. Not using an adequate secu-
rity software and communication encryption or failing
to appropriately configure it increases the probability
of accidental data leaks. The number of connections

to external servers also increases (i.e., multiplies) the
possibility of data leaks [34].

Sensitive data loss. A vast amount of sensitive data
is collected and stored in smarthomes. This poses a
variety of threats that result in leaking sensitive data
due to various reasons from intrusions and malware
infections to smarthome device manufacturers selling
this data, e.g., for advertising purposes. These leaks may
have serious consequences for smarthome residents if
misused [2].

Loss and destruction of devices, media and docu-
ments. Although the information security and privacy
best practices prescribe personal and sensitive data to be
encrypted at rest, this is rarely the case. Data breaches
may therefore still occur, e.g., when a smarthome device
is stolen or lost. If remote data wiping is enabled, the
procedure needs to be performed as soon as possible
after an incident has been detected. Data also needs to
be wiped before selling or disposing of a smarthome
device to prevent unwanted data retrieval [35].

Faults and errors. Smarthomes are complex systems
that depend on many different devices and are there-
fore exposed to a variety of faults and errors that are
considered one of the best entry points for attackers.
Identifying and exploiting these weaknesses represent
the first steps towards eavesdropping, intercepting and
acquiring sensitive data [34], [36]. Errors may also
occur due to poor maintenance, failure of interfaces or
unintended cut of fiber optics [37]. Consequently, the
data flow may be impaired and some data may be lost.

Outages. Communication may be interrupted or bro-
ken down due to various reasons, such as power outages,
failures of the local network or issues with the internet
connectivity.

Misuse. Misuse stems from the continuous availability
and integration of smarthome devices into information
networks, and collecting and analyzing data from de-
vices that enable management of devices in the real
world [38]. For example, entertainment devices can
collect audio and video data and share intimate data with
others [39].

Cyberattacks. These attacks comprise all attacks tak-
ing advantage of the cyberspace. Smarthome devices
may not only be targets of cyberattacks (e.g., malware
that deliberately causes a physical damage or targets a
certain function) but may also be used to attack others
(e.g., distributed denial-of-service (DDoS) attacks) [40],
[41].

3 RESEARCH MODEL

In this section we present a developed research model
shown in Figure 1.

People consider the benefits of things before using
them. Benefits of smarthome devices may vary for
different people. For example, automatic lighting may
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Figure 1. Research model.

be considered a benefit for some people but a drawback
for others who prefer to use a standard light switch.
Adoption of smarthome devices may therefore be
affected by their perceived benefits. We thus propose
the following hypothesis:

Hypothesis H1: The perceived smarthome benefits are
positively correlated with the use of smart devices.

The technology adoption life cycle indicates several
groups of people according to when they decide to
adopt new technology: innovators, early adopters, early
majority, late majority and laggards. The more widely
used a certain technology is perceived to be by people,
the more likely it will be used by them. Therefore, we
propose the next hypothesis:

Hypothesis H2: The perceived smarthome presence is
positively correlated with the use of smart devices.

Adoption may be hindered if people perceive the new
technology being adopted as dangerous. In this paper,
dangerous is defined as posing a threat to smarthome
residents either by invading their privacy or by simply
being insecure and prone to exploiting. Based on these
assumptions, we suggest the following hypothesis:

Hypothesis H3: The perceived smarthome dangers are
negatively correlated with the use of smart devices.

People may want to learn more about the new
technology that they adopt or aim to do so. Since
people who are more knowledgeable about smarthomes
are more inclined to use smarthome devices, we propose

our final hypothesis:

Hypothesis H4: The knowledge of smarthomes is pos-
itively correlated with the use of smart devices.

4 METHODS

To test our hypotheses, we conducted an online survey
among internet users. Invitations for taking part in the
survey were distributed through e-mail and Facebook.
A total of 120 respondents completed the survey. The
demographic characteristics of the respondents are given
in Table 1.

The survey questionnaire was designed to mea-
sure five constructs: benefits of smarthomes (Bene-
fits), perceived presence of smarthomes (Presence), per-
ceived dangers of smarthomes (Dangers), knowledge
of smarthomes (Knowledge), and use of smart devices
(Use). The survey items were self–developed for the
research. Each construct consisted of three survey items.
All items were measured using a five-point Likert scale
from 1 (I strongly disagree) to 5 (I strongly agree).

The reliability of the questionnaire was assessed by
using the Cronbach’s alpha (CA) coefficient. The CA
values range from 0 to 1 and the higher values generally
mean a better reliability. The acceptable values range
from 0.60 to 0.95 with the preferred values above 0.70.
The values exceeding 0.95 suggest that items are too
similar to each other. If the CA values fall below or
above the recommended thresholds, the reliability may
be improved by excluding individual items.
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Table 1. Demographic characteristics
Characteristic N Percent
Gender
Male 33 27.5
Female 75 62.5
Not specified 12 10.0

Age
16–25 years 96 80.0
26–35 years 9 7.5
46–55 years 3 2.5
Not specified 12 10.0

Education
Less than bachelor’s degree 50 41.7
Bachelor’s degree 54 45.0
Master’s degree 3 2.5
Not specified 13 10.8

Living area
Rural 31 25.8
Urban 77 64.2
Not specified 12 10.0

Table 2. Reliability analysis (Cronbach’s alpha = CA).
Construct CA
Benefits of smarthomes 0.750
Perceived presence of smarthomes 0.708
Perceived dangers of smarthomes 0.584
Knowledge of smarthomes 0.649
Use of smart devices 0.658

5 RESULTS

The research instrument was first validated by calcu-
lating CA for each construct. In our study, the CA
values for Benefits, Knowledge and Use were above
the 0.60 threshold. CA for Presence and Dangers were
0.244 and 0.486, respectively. Therefore, we considered
excluding individual items from both constructs. After
excluding Presence1, CA for Presence increased to
0.708. We therefore decided to exclude it from further
analysis. Similarly, CA for Dangers increased to 0.584
after excluding Dangers2. Since CA was very close
to the threshold value of 0.60 and significantly above
the threshold value of 0.4 for exploratory studies (e.g.,
surveys with newly developed items), we decided to
keep Dangers1 and Dangers3 for further analysis. The
results of reliability analysis after excluding Presence1
and Dangers2 from our analysis are presented in Table
2.

Next, we aggregated items into construct variables and
tested the new variables for normality. Since all construct
variables appeared to follow the normal distribution, we
calculated the Pearson’s correlation coefficients to test

the hypotheses. The results are shown in Figure 2.
There is a strong positive statistically significant (p <

0.001) correlation between Benefits and Use supporting
hypothesis H1. Next, the correlations between Presence
and Dangers, and Use are not statistically significant.
Therefore, we cannot neither confirm nor reject hypothe-
ses H2 and H3. Finally, there is a statistically significant
(p < 0.05) positive correlation between Knowledge and
Use supporting hypothesis H4.

6 DISCUSSION AND CONCLUSION

In the paper, we study which factors affect the adoption
of smarthomes. Even though this is an exploratory
study, several implications can be provided as well as
directions for future research. First, we confirm our
assumption that the perceived benefits affect adoption
of smarthomes. This is in line with the well-established
research on adoption of new technologies that consis-
tently associate usefulness and behavioral intentions to
use new technology.

Next, we also confirm our assumption that knowledge
of smarthomes is associated with their use. However, we
do not study whether respondents are knowledgeable
because of adoption or are more inclining to adopt
because of their knowledge of smarthomes. Our future
work will focus on the causal relationship between these
two constructs, e.g., by employing qualitative research
methods or longitudinal studies.

Our study shows no association between the perceived
presence of smarthomes and their use. This may sug-
gest that the respondents do not consider the presence
when adopting smarthome devices. Including descriptive
norms (i.e., what the respondents believe the others
are doing) may be considered in future research to
determine whether there is some kind of social influence
on adoption as recent research suggests.

Finally, it appears that the respondents do not consider
strongly the perceived dangers of smarthomes when
adopting them. This non-finding appears to be quite
puzzling and various explanations can be provided.
For example, the respondents might simply ignore the
dangers when adopting smarthomes because of the ben-
efits provided by them. Alternatively, a significant share
of the respondents may not be aware of the dangers
of smarthomes influencing the results. Studying the
determinants of the perceived dangers may be highly
beneficial in solving this puzzle.

As with any other exploratory research, this study
has a number of limitations that the readers should
note. First, convenience sampling (i.e., a non-probability
sampling technique) is employed which substantially af-
fects the generalizability of the findings. Future research
employing random sampling may be needed to further
validate the findings of this study. Next, the respondents
are mostly young people who most likely use internet
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Figure 2. Hypotheses testing results (∗p < 0.05,∗∗ p < 0.01,∗∗∗ p < 0.001).

frequently though smarthomes are also intended for the
elderly and the disabled. Future research targeting them
through different communication channels (e.g., face-to-
face or land phone lines) would be beneficial. Finally, the
survey instrument is newly developed for this particular
research. Further validation and extension of the survey
instrument may be needed to improve its reliability and
validity.

Smarthomes are quickly developing and are being
used by an increasing number of people. It is hard to
draw a clear line between a non-smart and a smarthome
as more and more smart devices are being developed
covering more and more of our everyday needs. For
example, is a smart phone part of a smarthome or not
– the difference may be a single mobile application that
lets a smarthome resident check what is available in a
fridge while shopping. With the increasing number of
interconnected devices comprising smarthomes and their
inherently questionable security and privacy, a strong
focus should be put on providing smarthome residents
with the same degree of privacy and security as they
expect from the non-smart homes.
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