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The paper presents a mathematical model for the optimal security-technology investment evaluation and decision-making pro-
cesses based on the quantitative analysis of security risks and digital asset assessments in an enterprise. The model makes
use of the quantitative analysis of different security measures that counteract individual risks by identifying the information
system processes in an enterprise and the potential threats. The model comprises the target security levels for all identi-
fied business processes and the probability of a security accident together with the possible loss the enterprise may suffer.
The selection of security technology is based on the efficiency of selected security measures. Economic metrics are applied
for the efficiency assessment and comparative analysis of different protection technologies. Unlike the existing models for
evaluation of the security investment, the proposed model allows direct comparison and quantitative assessment of different
security measures. The model allows deep analyses and computations providing quantitative assessments of different options
for investments, which translate into recommendations facilitating the selection of the best solution and the decision-making

thereof. The model was tested using empirical examples with data from real business environment.

Keywords: Modelling, Security Technology, Economic metrics, Investment, Enterprise Information System

1 Introduction

The Internet is a public space in which reliability and safety
of e-business and e-commerce operations is guaranteed by
the infrastructure security for operators, and the software and
data security for the authorized users and owners. As a con-
sequence, the individual, corporate and government assets are
taking an increasingly dematerialized form, as the storage of
digital data is becoming equivalent to the productivity gains in
all respects. The volume of data and information doubles each
year, while the value of the corporate and government assets
is increasingly derived from or encapsulated in this digital,
cultural and industrial asset base. Introduction of the concept
of digital assets opened up a rift with much wider implications
than those of the general information management; namely, it
includes the intellectual property rights management (IPR),
digital rights management (DRM), copyrights and online shar-
ing of information.

A significant portion of new companies own almost
exclusively intangible industrial assets (databases, computing
programs, manufacturing processes, logistic process design,

other business secrets, and IPR assets), which are overtak-
ing in importance the real estate and other tangible assets.
The security objectives related to the digital-asset base
are expressed in terms of confidentiality (non-disclosure to
unauthorized persons), integrity (non-alternation of content),
and availability (the ability of authorized users to access and
use these assets without being hindered by unintentional or
malicious acts). Despite the architectures deployed to ensure
greater reliability and service connectivity, and despite the
anti-piracy measures undertaken to protect sensitive data, it
is clear that computer systems regularly fail or are subject to
malicious attacks.

Architectural security of the Internet network and data
security (software and data) still present the key challenges
for the future Internet design. The digital world is open to all,
which means that security has to be provided by the underly-
ing architecture; nevertheless, the socio-economic environ-
ment needs to be taken in account as well.

Almost a decade ago, a number of researchers began to
realize that information security is not a problem that could
be resolved by technology alone; thus, they tried to include
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the economic point of view into the equation. This approach
enables business managers to develop better understanding
of security investments, because technical analysis of impli-
cations of security failures was replaced by an analysis of
economic losses (Acquisti et al., 2006). This is the reason
why security- aware organizations are shifting the focus from
what is technically feasible to what is economically optimal in
terms of the prevention of potential failures (Schneier, 2004;
Anderson, 2001; Anderson and Schneier, 2005).

When looking at the information security system from
the economics point of view, many answers can be found to
the questions where strictly technical explanations fail to give
satisfying answers (Gordon and Loeb, 2002). How to provide
security for the I'T-based operations? Which security level is
adequate? How much money should be invested in security?
Companies mainly seek answers to these questions in the
framework of risk management.

Information security risk management is the overall pro-
cess which integrates identification and analysis of risks to
which an organization is exposed, assessment of the potential
impact on the business, and decision regarding the action to
be taken to eliminate or reduce the risk to an acceptable level
(NIST, 2004; 2005). It requires a comprehensive identifica-
tion and evaluation of the organization’s digital assets, con-
sequences of security incidents, and likelihood of successful
attacks on the systems exposed to the digital world, as well
the cost and benefit analysis of the security investments (Hoo,
2000). Risk management process typically consists of two
main stages known as risk assessment and risk treatment. Risk
assessment is the process of deciding whether existing protec-
tion is sufficient to protect information assets against possible
threats. The assessment provides information about the threats
to which organization assets are exposed and information sys-
tem vulnerabilities that could be abused by the threats. Risk
treatment is a process of selection and implementation of secu-
rity measures to reduce risk. The treatment usually consists of
risk avoidance, risk mitigation, risk transfer and risk accept-
ance. Standards and guidelines are available for the informa-
tion security management, such as the ISO 27000 series and
NIST publications (ISO, 2005). However, the advancements
in the field of technology require more sophisticated decision-
making approaches when it comes to for the security technol-
ogy investments, and data and digital asset protection (Gordon
and Richardson, 2004).

This paper presents a mathematical model for the secu-
rity technology investment evaluation and optimal decision-
making, based on the quantitative analysis of the security
risks and digital asset assessments. The novelty of the model
is in the use of the results of a quantitative analysis of differ-
ent security measures that counteract individual risks within
the information processing in a particular organization. The
risk is identified with the analysis of the potential threats. The
selection of security technology is based on the efficiency of
the security measures and the related cost. Economic indica-
tors are used for the efficiency assessment of the measures.
Measures are compared and most appropriate protection tech-
nology is selected. The model is presented as a procedure that
provides overall assessment of all possible security measures
that reduce the risk in a particular organization with identified

vulnerabilities in the information processing, related asset
values and the available protection technology. The advantage
of the model is in the completeness of the considered security
measures that encompasses not only the protection technology
but also organizational approaches, insurance possibilities or
outsourcing solutions. The model provides good guide lance
for practical use. The usability of the model is illustrated
with several examples of possible security incidents and the
selected measures.

2 Related research

Information security was traditionally considered as a techni-
cal discipline, whose purpose was to provide the maximum
level of security (McGraw, 2006). In the last decade, a major
economic component was considered in the related research
as investments in information security are rapidly increasing
(Anderson, 2001). Information security economics, a rela-
tively new field of study, uses economic theory and models
(Bojanc and Jerman-Blazi¢, 2007) to analyse incentives
between the involved stakeholders. Cavusoglu (2004) argues
that information security should be viewed not just as a cost,
but as a value creator that supports and enables e-business
operations. Cavusoglu (2004) claims that a secure environ-
ment for information and transaction flows can create value
for companies and their partners. An analysis of investments
in information security requires quantification of costs and
benefits of the investments in a comparable way. The cost of
an investment includes the price of the required hardware,
software and labour (among others); however, it is more dif-
ficult to quantify the benefits. At the same time, it is impor-
tant that the investment value is not higher than the value of
the protected asset. Estimation of the total cost of security
breaches can be done in several ways. Some approaches try
to quantify short-term and long-term costs, or tangible and
intangible costs, while other methods use the market effi-
ciency theory and capital market valuation of companies to
quantify the costs (Bojanc and Jerman-Blazi¢, 2008). The loss
in market value in the days surrounding the announcement
of the accident is just an approximate value of the true cost
of the security breach (Farahmand, 2003). Farahmand (2003)
suggest a simple probability-based model for the valuation of
possible attacks. The probability assessment for each incident
is subjective, grading the identified threats on a five-step scale
- from very low to very high probability, and assigning the
probabilities to the various steps on the scale. The approach is
semi-quantitative, because it uses the qualitative approach to
obtain quantitative probability estimates.

Calculation of optimal investment in information security
is relatively new approach in the area of enterprise informa-
tion technology. The focus regarding IT security solutions was
previously oriented exclusively on search of technical tools
and methods, without any consideration of the financial costs.
In the last ten years few approaches for solving the problem
were proposed. The proposed analytical models are based on a
cost-benefit analysis. The potential risk of security incidents is
considered in relation to the likelihood they to happen and the
potential damage. One of the first analytical decision-making
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frameworks for evaluating different IT security policies was
proposed by Hoo (2000). In his work he is replicating the
group of protective measures or policies, and for each policy
is trying to find the best compromise between costs and ben-
efits. Gordon and Loeb (2001) propose an economic model
that determines the optimal amount to invest in information
security by calculating the marginal benefits of information
security investments. An organization should only invest up to
the point where the marginal benefits of the investment equal
the marginal costs. Whenever the marginal benefit is larger
than the marginal cost, the investment should be increased.
Willemson (2006) emphasizes that the suggested upper limit
of the model may not be correct when the model is applied
to the general case and to all possible vulnerability functions.
Ryan and Ryan (2006) view security as an inversion of the
risk and establish a quantitative approach to measure the gains
in security through the expected-loss-risk measurements. The
approach to base their investment decision on expected loss is
suggested by Gordon and Loeb (2002), and the rule of thumb
is that a positive expected net benefit is an attractive invest-
ment. The approach is based on the ability to obtain probabil-
ity distributions for information security failures. It uses survi-
vor and failure functions, but since available data are censored
and therefore biased, the quality of results is questionable.
For this reason, Ryan and Ryan (2006) introduce the Kaplan-
Meier and Nelson-Aalen estimators that can be used instead.
The basic assumption is that an investment in security reduces
the risk of successful attacks. The advantage of an investment
is measured as the difference between the expected losses in
the investment or no-investment scenario. Based on these find-
ings, Bojanc, Jerman-Blazi¢ and Tekav¢i¢ (2012) presented
a general mathematical model for quantitative evaluation of
investments in a variety of security measures and the selec-
tion of the optimal security solutions. An alternative method
uses the so-called game theory (Cavusoglu, 2004). Cavusoglu
argues that the traditional decision-analytic approaches to
evaluating IT security investments treat the security technol-
ogy as a black box and do not consider the difference between
the investments in information security solutions from general
IT investments. He is treating the information security as a
game between organization and the potential attackers with
a motive to cause damage for personal profit or satisfaction.
McGraw's (2006) view on software security is based on ‘the
idea of engineering software that continues to function cor-
rectly under malicious attacks.” In order to solve the problem
of software security, McGraw (2006) proposes three pillars:
(1) applied risk management, (2) software security touch-
points (best practices into the software development life-cycle)
and (3) knowledge. He also argues that an ICT system is
usually built on the assumption that the system would not be
intentionally abused, resulting in the cases of use that describe
the system’s normative behaviour, predicated on the assump-
tion of the correct usage. The past breaches of information
security have resulted in both immediate and indirect losses.
Indirect losses have often been more serious than the direct
ones. The optimal level of information security investments
is treated on the basis of the expected cost/benefit investment
trade-offs.
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In this work we focus on the more exact quantification of
the security risks and on the digital asset assessments required
for optimal selection of the security technology investment.
The security measures that counteract individual risks are
quantified in the context of their application within the infor-
mation processes that take place within an organization. The
target security levels for all identified business processes are
quantified, as well as the probability of a security accident
together with the expected loss. The model is applied on
several examples of possible security incidents and illustrated
with the results based on simulations.

3 Quantitative risk assessment

The objective of risk assessment is the identification and
measurement of risk in order to obtain relevant information for
decision-making process. Risk assessment requires informa-
tion about the information assets within an organization, the
threats to which assets are exposed and system vulnerabilities
that threats could abused. The model is based on business
processes P that are supported by information assets a. The
risk assessment procedure determines and evaluates the vul-
nerabilities and the threats for every information asset. The
risk assessment output data is the security risk R defined as a
product of the estimated probability of occurrence of a secu-
rity incident p and the loss due to a security incident L:

R=p-L (1)

Information security incident is defined as single event
or a series of unwanted or unexpected information security
events with a probability of compromising the business opera-
tions. There are different kinds of security incidents. Some
incidents result in abuse of confidentiality, such as the dis-
closure of bank accounts. Incidents can also related in abuse
of integrity, such as malicious deletion or modification of the
business data. Other incidents may abuse the service avail-
ability and they are known as Denial-of-Service (DoS) attacks.
Probability of a security incident occurrence p (0 < p <I)
depends on the probability T of a threat occurring, and the
vulnerability v, defined in the model as the probability that
a threat once realized (i.e., an attack) would be successful
(Gordon and Loeb, 2002).

p=T-v ()

Threat can be defined as a potential cause of undesired
incidents that may cause damage to the system or organization
(ISO 27000, 2009). Threat probability T (0 < T < I) is defined
as a probability of an attack occurrence on information assets.
Some of threats can be successful, resulting in a security
incident, while others are not successful. The potential for a
success is measured with the probability parameter.

Information assets have vulnerabilities that threats could
exploit. Vulnerability can be defined as a weakness of an asset
or control that can be exploited by a threat (ISO 27000, 2009).
Vulnerability can also be seen as increasing the likelihood
of a successful attack on the system. For example, leaving
a laptop in an unlocked office, instead of in a locked office,
significantly increases the vulnerability of the notebook to a
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theft. Vulnerability by itself does not cause loss, vulnerability
is just a condition (or set of conditions) that can allow a threat
to impact on information assets. In our model the vulnerability
v (0 <v<1)is defined as the probability a threat to be success-
fully realized as incident on an information asset. The effec-
tiveness of threat is determined with the level of the vulner-
ability of an information asset. Limit value v=0 indicates that
the information assets are completely protected and secured,
while v=1 means the information assets are totally vulnerable.

Function p in equation (2) fulfils two basic boundary con-
ditions. Incident probability has zero value when there are no
attacks (attack probability is zero), and probability of a secu-
rity incident is zero when the system is free of vulnerabilities
(vulnerability is zero).

In case of a security incident, an organization suffers
financial loss L. The loss L>0 is measured in monetary units
(e.g., in euro). The true financial loss of a security incident is
difficult to assess. It is relatively easy to calculate the immedi-
ate direct loss due to an incident. This represents losses of rev-
enue, losses of productivity and increased costs. Much more
difficult is assessment of indirect loss that is sometimes higher
than the immediate loss and can also have a much longer
negative impact on the customer base, the supplier partners,
financial market, banks and business alliance relationships.
The quantitative evaluation of loss can be supported through
the allocation of losses to individual factors and separately
calculate the loss of each factor:

L= Ls + Lr (t) + Li (t) + Lp (l) + LSLA + Lindirect €)

Detailed definitions and mathematical derivation of the
individual factors in equation (3) is explained in details in
Bojanc, Jerman-BlaZi¢ and Tekavcic (2012).

Cost of equipment replacement L is the price of new
equipment. These types of losses are the easiest ones to evalu-
ate, since the data are usually available or relatively easy to
obtain. The cost of repair works in cases of equipment failure
can be significantly reduced by investments into guarantees
issued by producers or maintenance service providers.

Cost of repair works L(t) is the price of repair works
of employees or external contractors, to eliminate the conse-
quences of the security incident and restore system or service
in normal operation

Corporate income loss Lj(t) represents the loss suffered
on the revenue side due to system or service failure as a result
of the incident.

Organization productivity loss Ly1) is evaluated as
reduced business productivity due to system or service failure.

Loss due to non-compliance with statutory provisions or
contractual obligations is denoted as Lg; 4 Its value depends
on a contract and/or legislation. For example, the service
provider offers their customers a particular service according
signed in the Service Level Agreement (SLA) contract. In
cases when the availability of offered services are below the
limit value specified in the SLA, this represents a cost for the
provider, as it must pay back some amount to customers.

Indirect losses L;,4i,0; With potentially long-term conse-
quences represent damage to the reputation of the organiza-

tion, the interruption of business processes, loss of intellectual
property, and damage to customer confidence.

Security incident can cause downtime of the informa-
tion system or services. Downtime consists from the time fo
detect t; a security incident and time fo repair t, information
system and restore the functionalities of a system. Time 7, is
accounted for from the moment of an incident occurrence to
the moment of the incident detection.

The equation (3) can be simplified by grouping the items
in three factors. The first factor depends on ¢,, the second fac-
tor depends on ¢, and third factor which is not time dependent
(Bojanc, Jerman-Blazi¢ and Tekav¢i¢, 2012). Individual fac-
tors in the equation (3) may contain either f,, ¢, or both. The
factors L,, L, and L; contain time parameter f,, the factors L;
and L, contain time parameter ¢4, while factors L, Lg;4 and
L, 4irec: have no time dependence. Considering that, the equa-
tion (3) can be rewritten by taking in account the dependence
of the time parameter ¢, and ;.

L=L-t+L,-t,+L, )

Factor L;” includes data on the L,, L; and L,, factor L,
includes data on the L; and L, and factor L; includes data on
the L, and Lg; 4 and L;,, ;.- Factor L; is expressed in mon-
etary units (e.g. the Euro), the factor ;" and L,” are expressed
in monetary units per unit time (e.g. Euro / hour).

Taking into account the financial loss in equation (4) and
the likelihood of an incident in equation (2) the security risk
R from equation (1) may be specified as presented in equation

).
R=T-v:[L-1,+L, 1, +L, ]| 5)

The security risk R represents the expected financial loss
caused by the security incident measured in the same mon-
etary unit as L (e.g., in Euro).

4 Determination the risk treatment

There are multiple strategies available to treat each security
risk. On the basis of risk assessment the organization can
select one of the possible options, such as:

m  Reduction of security risk by implementing an appropri-
ate technologies and tools (such as firewall, antivirus
systems etc.) or adopting appropriate security policies
(like passwords, strong authentication tools, access con-
trol, port blocking etc.). This reduces the probability of
security incident or limits the loss in case the incident
happens. Reduction is primary risk management strategy.

n  Transfer of security risk to either outsourcing security
service provision bodies or insurance agency. This way of
transferring the risk recently has become important strat-
egy in provision of security measures within the organiza-
tion.

m  Avoidance of security risk by eliminating the source of
risk or the asset’s exposure to the risk. This is usually
applied in cases when the severity of the impact of the risk
outweighs the benefit that is gained from having or using
particular type of assets such as full open connectivity to
Internet. When engineering manager selects risk avoid-
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ance, organization terminates some of its activities on the
network or protects them against risk.

m  Acceptance of security risk as a part of business opera-
tions. Risk acceptance is a reasonable strategy for risks
where the cost of investment or insuring against the risk
would be greater over time than the total losses sustained.

In some cases, it is difficult to determine the bound-
ary between each treatment. For example, a firewall can be
understood as risk reduction or risk avoidance. Combination
of several measures is also an option; e.g. an organization first
reduces risks with an investment, and then either transfers
the remaining risk to an insurance agency, or assesses the
remaining risk to be acceptable, thus introducing no additional
measures.

Selection of appropriate risk treatment can be presented
on the risk treatment diagram as probability of the incident and
losses due to an incident. This is presented in Figure 1. The
curves on this diagram represent the points with the same risk
value. Selected risk treatment option, which reduces the risk
R, moves the risk point to a lower risk curve. If the selected
risk treatment reduces the probability of incident p, the risk
point is moving vertically downward from point R, to R; on
the diagram. However, if the chosen risk treatment reduces the
loss L, the risk point is moving on the diagram horizontally to
the left from point R; to R,.

curves of equal value R

DANCE

e, max R
.,,,_,“RE DUCTION .
, Rz Sk
. ®mi  TRANSFER
'--\
Ra.
ACCEPTANCE . minR
max L L'

Figure 1: Risk treatment determination

Each of this risk treatment option represents certain area
on the graph. It is necessary to define a risk parameter limit
values which present the three border lines dividing area in the
graph into four units, where each area correspond to a specific
risk treatment option (Bojanc and Jerman-Blazi¢, 2008). Risk
limit values are specified as follows:

s R, . —maximum risk value still acceptable for the organi-

max
zation
s L, — maximum one-time loss still acceptable for the
organization
» R, —minimum risk value still plausible for the organiza-
tion
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In a risk treatment process the risk parameter values of
R and L are compared to the risk limit values R,,,., L0
and R,,;,. The first border line sets the minimum risk value
(R<R,,;,)- Below this value, the risk is negligible low, so the
implementation of a security measure is not financial justified
and risk is accepted. The second border line is the maximum
risk value (R>R,,,,) above which the risk is avoided. The third
boundary line is the maximum single loss (L>L,,,,) due the
incident. Schneier (2003, p. 23) goes as far as saying that seri-
ous consequences, regardless of their low frequency of occur-
rence, are not acceptable. Above this value the risk impact can
have catastrophic consequences and recommended risk treat-
ment option for this area is a transferring the risk. Security risk
in the rest area (L<L,,,,) is treated by reducing risk through
the investment in security measures.

5 Security measure selection

Security measures are activities, procedures or mechanisms
to prevent or reduce damage caused by the realization of one
or more threat. Security measures may be physical protection,
diagnostic sensors, alert devices, software solutions for protec-
tion, organization policies and procedures. Many of the meas-
ures include detection, deterrence, prevention, mitigation,
repair, recovery, control and awareness. Appropriate selection
of security measures is essential to effective information
security. Figure 2 shows how the organization protects itself
against potential security attacks by implementing security
measures that can be classified into three categories according

to their impact on the risk parameters R, p and L:

m  Preventive security measures s,, which reduce the prob-
ability of a security incident p (e.g., firewall, antivirus
protection).

n  Corrective security measures s., which reduce the loss
L in the event of an incident (e.g., maintenance contract
with subcontractors, plan for continuous operations, back-
up data, redundant system, implementation of various
standards).

m  Detective security measures s, which reduce the time
needed for an incident detection #; and enable the threat
information gathering (e.g., IDS sy’stems).

The introduction of preventive measure s, (at Figure 1)
shifts the risk point on the graph vertically downwards (from
R, to R;) to a lower risk curve. The corrective security meas-
ures are different from the preventive security measures reduc-
ing the incident probability as they act towards the reduction
of the loss in case of a successful incident. The introduction
of corrective measures s, and detection measures s; move the
risk point horizontally on the graph to the left of the lower
curve of risk (from R; to R,). Detective security measures ena-
ble a detailed analysis of the security events, detect incidents,
and warn against them. In case an incident is not detected by
detective security controls, it can be identified through the
consequences and from other footprints left behind by the
malicious user or malicious code. The use of detective protec-
tion enables loss reduction and a more realistic assessment of
attack probability 7, and incident probability p. When com-
panies are not using detective controls, the probability values
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Figure 2: Integrating security measures into the model

Sc

are merely an estimate and they can differ much from realistic
values. Wrong assumptions can also lead to non-optimal selec-
tion of security measures.

5.1 Security measure quantification

Each security measure s(a C) is defined by two quantitative
parameters productivity of ‘measure o and cost of measure C.
Security measure productivity a(t) > 0 presents the impact of
a security measure on the risk reduction. Cost of measure C
is defined as an investment expressed in some currency (e.g.,
in euro). This takes in account all expenses related to the
implementation of the selected security measure, expenditure
in capital investment and operational costs. An example of
capital investment is purchase of a new system for intrusion
detection in the network, which reduce the likelihood of secu-
rity intrusions in particular time period in the organizational
network. Operational costs are one-time cost of implementa-
tion, testing and training, the cost of fixes and upgrades, main-
tenance cost and other expenses related to the introduction of
a measure.

When introducing the security measures it is always
necessary to consider the corporate budget for security invest-
ments Cyr p,gger, Which must be above the cost C of an indi-
vidual measure (0 < C < Cirpy4g¢)- If the cost of a measure
is higher the implementation of the measure is not possible.
A CSI research has shown that almost half of the companies
spends more than 6% overall budget resources for IT security
(CSI, 2011).

Gordon and Loeb (2002) estimate that the optimal cost
for the security measure is ranged from 0% to 37% of pos-
sible losses L due to security incidents. Other researchers
have extended this estimation and find situations where it is
justified that the cost of measure is up to 100% of possible
losses (Willemson, 2006). These findings have been also suc-
cessfully proven by empirical researches (Tanaka, Sudoh and
Matsuura, 2005; Tanaka, Liu and Matsuura, 2006).

5.2 Security risk reduction

Security measures s(a C) reduce security risk R. The intro-
duction of preventive’ security measure s,(a,,C,) reduces
security incident probability p. Function p in equation (2) is
supplemented in a way that introduces dependency from the
preventive security measure investment C,,. Various incident

probability p functions are available (Matsuura, 2009; Gordon
and Loeb, 2002). In the presented model we used:

p(Ta v, Cp) =T- Vapcpﬂ (6)
This function fits the boundary condition that in case of an

unlimited investment, the incident probability limits towards
Zero:

C;gw p(T,v,Cp) =0 (7
Preventive security measure s, reduces the incident prob-
ability; this can be described as:
2
0 0
P o= 50 (8)
oC P ocC P

Corrective security measures s.(a. C.) reduces the time
to repair, consequently reducing the organization’s loss caused
by the incident. This is expressed by the following equation:

t =t'e " ©)

Where 1,0 represents the time needed to repair without
the implementation of a security measure. The function ¢,
is declining and convex throughout the interval 0 < C,. <

CI Tsec_budget:

ot 62tr
——<0,—>5>0 (10)
oC, oC,

As for detective security measures s (o; C;), we can say

that:
0 _-a,C,

1, =t,e (11)
Function ¢ is declining and convex throughout the inter-
val 0 < Cd < CITsec_budget:

a, oy
—<0,—%>0 (12)

One of the possible security measures according to the
risk treatment options in chapter 4 is also the transfer of risk
to an insurance company. In such a case, investment C repre-
sents a monthly premium; in case of an incident, the insurance
agency pays a compensation / to cover the loss. Since the risk
transfer only reduces the loss in the event of an incident, and
has no impact on the incident probability, this is considered a
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special type of a corrective security measure, which is dealt
with differently. /(C) 2 0 parameter is added to the equation
(4); this parameter represents the compensation received by
the company in case of an incident. In cases where companies
decide to invest into security measures other than insurance,
then / = 0. Losses upon the occurrence of a security incident
can be written as:

L=L -t +Lt,+L—1 (13)

Taking into account equations (9) and (11), losses incurred
due to a security incident in equation (13) can be written down
as:

L=L-t' e +L -t e +L—1 (14)

Cloud and hosting services is another example of the risk
transfer; in case of using cloud or hosting services an organi-
zation transfers its information system (or part of its system)
to the provider. In this case, the equation (3) simplifies to L, =
0 and L, = 0, since an organization does not invest into its own
equipment. However an organization should sign an SLA with
the provider, which stipulates that an organization is entitled to
the compensation in case of an incident, then / 2 0.

By taking in account the equations for the probability
function intrusion p (6) and loss L (14), and the quantitative
equation for security risk R from equation (5) the total risk can
be now calculated as follows:

R=T V[ L1 e+ L1, e ““ +L,~1] (15)

6 Return on security investment

For the assessment of economic impact of a certain security
measure can be analysed with the economic indicators Return
on Investment (ROI), Net Present Value (NPV), and Internal
Rate of Return (IRR) which are the most often used security
metrics in practice (CSI, 2011).

Return on investment (ROI) is popular accounting metric
for comparison of business investments. ROI simply defines
how much organization gets from the spent amount of money.
Therefore ROI can help organization to decide which of the
possible options gives the most value for money invested. ROI
compares the investment benefits B and investment cost C.
The result is investment profitability expressed in percentages;
positive ROI value means that an investment is economically

justified.
ROI = B%C (16)

Calculation of investment cost C in information security
is described in the previous section. Unlike the cost of secu-
rity measure C which shall be determined relatively easily it
is much harder to identify, evaluate or measure the benefits
(Hoo, 2000). Security measures (e.g. firewall, antivirus and
IDS systems) itself do not bring direct financial benefits that
can be measured.

In general, the benefits of investment in information secu-
rity are viewed as a cost savings by reducing the probability of
an incident or reducing the consequences of security incidents.
These benefits are normally very hard to predict accurately.
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The biggest problem is because it is an assessment of the cost
savings related to potential events that have not yet occurred.
The more successful information security is harder is to see
tangible benefits. The security measure investment benefits
B are equal to the risk reduction due to the implementation
of a security measure. This can be written as the difference
between risk levels before the introduction of the measure R
in equation (5) and the value of risk after introducing a secu-
rity measure R(C) in equation (15):

B=R,-R(C) (17)

Reduced risk in equation (17) is a technical element of the
benefits. Moreover, the value of the benefit is also influenced
by organizational elements, therefore we add negative conse-
quences 0 of the security measure on business performance
which decrease benefits. We expect that the higher level of
security diminishes operational capacities of a system, thus
impacting productivity and business performance. We also add
indirect positive effects u of a security measure which increase
benefits in equation (17) (e.g., improved corporate image
and status, references, self-esteem, interconnectivity with the
existing protective elements, fulfillment of legal duties, lower
insurance premium, etc.).

B=R,—-R(C)-S+u (18)

Using the equation (18) ROI in equation (16) can be writ-
ten as:

_R—-R(C)-5+u-C
C

The calculation of an example illustrates the calculation:
the assessed risk of the threat of virus infection on a web
server is €8.750, and after the purchase and implementation of
a €1.600 worth antivirus safeguard, the reduced risk is valued
at €3.400. The annual cost of maintenance and operation of the
measure is €450, so the ROI in the first year is:

€8.750 — €3.400 — €1.600 — €450
€1.600 + €450

The ROI calculation may be applied for different security
measures that are presented in section 5. If the selected risk
reduction strategy is an investment into a preventive security
measure s,, which reduces the vulnerability of the asset, the
ROI equation (19) gets the following form:

ROI

(19)

ROI =

=160% (20)

Ror - Tov(1-v" )C-L—5+,u—Cp

P

20

In this case the loss L equals the equation (4).

If the selected risk reduction measure is to invest into a
corrective security measure s., which reduces the loss, then
the ROI equation (19) has the following form:

ROL = TvLt" (1 —e_“‘:’ )—5+ u—C,

c

(22)

If the selected risk reduction measure is an investment
into a detective security measure sz, the ROI equation (19)
takes the following form:
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TvL,t, (1 — e ) -0+u-C,
¢y

Transfer of risk to an insurance company represents a
corrective security measure, because the transfer of risk to an
insurance company does not reduce the incident probability; it
only mitigates the consequences of an incident. Since the risk
transfer to an insurance company does not represent an inter-
vention within the system, it means that 6=0. Cost C denotes
a monthly premium paid to the insurance company. The equa-
tion (19) can be simplified as follows:

ROI, = (23)

24)

While ROI tells what percentage of return will be provid-
ed with the investment over a specified period of time, it does
not tell anything about the magnitude of the project. So while
a 124% return may seem attractive initially, in cases when
the amount of investment is taken then the decision become
easier: would the organization rather have a 124% return on
a €10.000 project or a 60% return on a €300.000 investment?

In the case of long-term investments the time attribute
presents a problem in calculating the ROI and managers are
mainly using the financial metric Net Present Value (NPV) for
comparing benefits and costs over different time periods. The
methodology behind NPV is in discounting all anticipated
benefits and costs to today’s value, where all benefits and costs
are expressed in a monetary unit (e.g., Euros):

N Bl _Cz
= (1+i)

In equation (25) i present the discount rate and n present
the period of time. Discount rate i is generally understood as
the average cost of capital. Selection of the appropriate discount
rate value to calculate NPV indicator is very important. NPV
controls the risk with the discount rate value, the higher dis-
count rate means a lower value of NPV. The NPV is measured
in monetary terms, while an investment is economically justi-
fied when NPV is equal to or greater than zero. The essence
of the NPV approach is to compare the discounted cash flows
associated with the future benefits and future costs to the initial
investment costs. For ease of calculation it is often assumed that
the future benefits and costs, with the exception of the initial
investment cost, are realized at the end of the time period.

The NPV is useful in cases when alternatives are being
evaluated. For example, an organization may select between
two security solutions where one costs €15.000 in advance,
and the other costs yearly €5.000 for three years. Both solu-
tions cost €15.000, but the second solution is better because
organization can invest the remains money in other places for
a defined time. Therefore, the real cost of the second solution
is less than €15.000.

Internal return rate IRR enables the findings of the dis-
count rate at which NPV equals zero, or in other words, the
discount rate at which the present value of inflows equals the
present level of outflows.

ZLQ, —0 (26)
“(1+ IRR)

NPV = (25)

In the search of an optimal security measure from the
economical prospective it is certainly advisable to consider
the security solution with the highest ROI, NPV, and IRR.
However, this is sometimes difficult to achieve since it could
happen that ROI is in favour of one of the solutions, NPV of
another, and IRR of a third one. In such cases other parameters
have to be considered and decision has to be taken on subjec-
tive terms. Although ROI has some weaknesses compared to
the NPV and IRR, ROI is still the most popular indicator in
practice. According to the survey CSI (2011) 54% responders
use ROI, 22% use NPV and 17% use IRR.

Another interesting result that the model offers is cost
assessment for the economical optimal investment in security
measure. For economical optimal investments, the net benefits
(i.e. benefits minus costs) are at maximum. This assessment is
useful when the price frame is required or when it is necessary
to know how much a certain measure deviates from an opti-
mal selection. The method for the investment cost assessment
determines the biggest net benefit of a measure (difference
between benefits and costs). To simplify the calculation we
assume that the parameters § and u are linearly dependent on
the cost of security measure C:

S=k-C @7)

u=k,-C (28)

Since the best net benefit is looked for, the following must
be true:

A(B(C)-C) _ 0 d*(B(C)-0) Py
oC oC?

In reality, organizations must consider limitations of IT
budget to assess the optimal investment in security measure.
If the IT budget limit is above optimal investment, companies
can invest up to an optimal level where the net benefits are at
maximum. However, if the IT budget limit is below optimal
investment, companies cannot invest to the optimum level, so
the optimal value of the investment in this case is thus volume
of IT budget. Calculations for the preventive, corrective and
detective security measures are:

0 29

>

o Liog, % C <Cop
S L A (30)
Cp* ’Cp* 2 CITibudget

In this case the loss L equals the equation (4).

1 TvLt! "
- ln |:w:| > Cc < CITihudget

C, =4a, ky =k, +1 (3D
Cc* b} CL-* 2 CITibudget
1 anTvL,t) :
L &MYl | o o
Cd* _ ad n|: kl _kz 1 :| s ~d < IT _budget (32)
Cd* ) Cd* 2 C]Tﬁbudget
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6.1 Selection the most favourable security
measure from economic and business
perspective

In the previous section we calculated the quantitative assess-
ment of the return on security investments where we con-
sidered only the economic view of selecting the appropriate
investment. In addition, companies have certain business
security requirements for specific business processes. For
example, from manager’s perspective some information assets
are more important than others and companies apply better
security for these assets. It is therefore necessary to consider
the business security requirements when comparing different
security measures with each other and selecting the appropri-
ate measure. In this way, the quantitative assessment of indi-
vidual measures is properly weighted.

Business processes introduced in chapter 3 have certain
business security requirements for the protection of data
and other information relevant for a particular organization.
Business process P of an organization and the associated set of
security requirements S(P) are specified as the required con-
fidentiality, integrity and availability of process P. The value
of these variables represents the desired levels of security for
individual business processes. Security parameters of informa-
tion assets an engaged in a business process P are based on the
business process security requirements.

S(a)=S(P) (33)

If there is an n number of business processes, then each
individual process is defined as a P; ,(i=1,...,n). For the infor-
mation assets engaged in more than one business process, the
security requirements can appear with different target values.
In this case, the highest security target value S(P;) is selected
for S(a).

S(a) =max(S(R),...,S(F,)) (34)

This procedure sets the desired values of security require-
ments for every information asset. In this way, indicators ROI,
NPV and IRR are properly weighted with business security
requirements. This introduced the most favourable security
measure from economic and business perspective, which
combines the quantitative assessment of economically opti-
mal security measure implementation and business security
requirements:

ROI,, .., =S(a)-ROI (35)
NPV, ... =S(a)- NPV (36)
IRR, . =S(a)-IRR 37)

The most favourable security measure from economic and
business perspective is not intended for the financial evalua-
tion purposes; it is intended for the comparative analysis of
different security measures for different risks.

7 Model simulations

The examples used to illustrate the model application in
real-life circumstances were prepared in cooperation with an
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organization working in the area of IT. These examples were
used to test the implementation of the model in a real busi-
ness environment. Different threats were selected; including
threats, such as viruses, spam, phishing, unauthorized web
page content alteration, and information service failure. Here
the examples with phishing and web page content alternation
are presented. An organization selected the following limit
value for risk parameters:

s Maximum risk R, ,, = 725,000 €/year

s Maximum loss L,,,, = 2,900,000 €

s Minimum risk R,,;, = 23.4 €/year

7.1 Example No. 1: risk analysis of phishing

‘Phishing’ refers to misleading e-mails and websites, which
are aimed at getting hold of users’ identity. A person with
malicious intent seeks to get hold of data such as passwords,
credit card numbers, and other personal data. Such person
tries to convince the users that they are providing them with
personal information only. The following security parameters
were taken:

v=0.1

[ |

s T=273*10*/day
s p=273*10"5/day
s 1,0=16hours

s 4= 16 hours

s 1,0=0hours

s L; =234 €hour
s L,y =117 €hour
s L;=1000€

m L=137647€

Security risk is estimated at:

R=p-L=2.73-10"/day-1376.47€ =
= 0.0375€/day =13.71€/ year

The value of risk is such that the risk could be accepted,
while another option is to reduce the risk by investing into
the security measure. Assessment of the characteristics of
the selected measures, productivity and measure costs for the
period of 4 years are presented in Table 1.

The evaluation of each measure is presented in Table 2
and Table 3. Both measures give negative results for ROI and
NPV, which coincide with the fact that the risk is acceptable
for the organization due to its low level. The value of risk R in
this example is too small and does not enable a security meas-
ure with positive result to be found. For positive ROI and NPV
the costs C of such measure must be very small.

7.2 Example 2: risk analysis of unauthorized
changes to website contents

Vulnerability of an application entails various incursions, such
as SQL injection or cross-site-scripting, by way of which a
user with malicious intent may alter the contents of a public
website. Nevertheless, vulnerability of online applications is
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Table 1: Cost assessment for phishing risk reduction measures

Measure Purchase and upgrade Maintenance costs (€) | o (x 10-3) ) p
costs (€)
Measure A: user training and awareness | initial cost: € 2,047.06 annual maintenance: € 0.63 0 500 €
annual upgrade: € 500.00 | 141.18
Measure B: security upgrade on the initial cost: € 2,225.59 annual maintenance: € 1.79 0 0
proxy server annual upgrade: - 282.35
Table 2: Economic evaluation of individual measures aimed at reducing phishing risk
A B
Purchase
Year | Discount Rate Benefits and Maintenance Benefits Procurement and | Maintenance
€ upgrade costs (€) €) upgrade costs (€) costs (€)
costs (€)
0 2047.06 2225.59
1 0.05 510.32 500.00 141.18 13.08 0.00 282.35
2 0.05 510.32 500.00 141.18 13.08 0.00 282.35
3 0.05 510.32 500.00 141.18 13.08 0.00 282.35
4 0.05 510.32 500.00 141.18 13.08 0.00 282.35
Table 3: Calculation of ROI, NPV and IRR risk reduction measures for phishing
Measure ROI NPV IRR
A -56% -2511.06 € -
B -98% -3180.43 € -

relatively slim due to the appropriate development of these
applications. The following security parameters were taken:
v =0.05

| |

s T=273*103/day
s p=1.36%10%day
s 1,9=8hours
sy’ =16 hours

s 1, =28 hours

s L;"=93.6 €hour
s L, =0 €/hour

s L3;=28000€

m L=80936¢€

Security risk is thus estimated at:
R=p-L=1365-10"/day-8093.6€ =
= 1.1088€ / day = 404.71€ / year

The value of risk is such that it can be reduced by making
investments into the security measure. Assessment of charac-
teristics of the selected measures, productivity and measure
costs for a space of time of 4 years is presented in Table 4:
The evaluation of each measure is presented in Table 5 and
Table 6. From the economical point of view, measure A is

the optimal measure because it gives positive values for ROI,
NPV and IRR.

8 Conclusion

Information security is an area for which the interest among
academia and real business is increasing rapidly. Organizations
are increasingly aware that security is one of the basic ele-
ments of any information system. This raises crucial ques-
tions: “How secure is the information system?” and “How
secure the information system should be?” It’s important that
we are aware that a fully secure system does not exist. An
enterprise should choose such security level that is acceptable
to the organization. Determination of appropriate security
level is a challenging task, which is implemented through the
process of security risk management.

Risk management process helps organizations to decide
on the necessary investments in security measures that are
most effective for the organization. The basic risk manage-
ment strategy is to reduce the risk by the introduction of
appropriate technologies, tools or procedures. This reduces
the probability of security incident or damage caused by the
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Table 4: Cost assessment for risk reduction security measures in relation to unauthorized alterations of website contents

warding off such assaults

Measure Purchase and upgrade Maintenance costs (€) o (x 10-3) ) i
costs (€)

Measure A — website security upgrade | initial cost: € 1,223.15 annual maintenance: - 4.09 0 0
annual upgrade: -

Measure B — firewall application initial cost: € 2,470.59 annual maintenance: 0.65 0 | 1000 €

annual upgrade: € 500.00

€ 282.35

Table 5: Economic evaluation of risk reduction security measures in relation to unauthorized alterations of website contents

A B
. Benefits iz Al Maintenance Benefits T RN Maintenance
Year | Discount rate upgrade costs upgrade costs
€ costs (€) € costs (€)
(€ (€)

0 1223.15 2470.59
1 0.05 384.47 0.00 0.00 1364.24 500.00 282.35
2 0.05 384.47 0.00 0.00 1364.24 500.00 282.35
3 0.05 384.47 0.00 0.00 1364.24 500.00 282.35
4 0.05 384.47 0.00 0.00 1364.24 500.00 282.35

Table 6: Calculation of ROI, NPV and IRR risk reduction security measures in relation to unauthorized alterations of website contents

Measure ROI NPV IRR
A 26% 140.16 € 10%
B -3% -407.26 € -2%

incident. Investing in measures related to information secu-
rity is therefore inevitable for all organizations that are either
included in the process of electronic commerce.

Persons who are responsible for investment are wonder-
ing about the best solution for investment and in particular
about the amount of the investment. . Before investing in a par-
ticular measure it is good to know whether the investment is
financially justified. Investment in information security tech-
nology and measures is no exception. The economic approach
to managing security risk assessment and selecting optimal
measure in information security is typically a large project.
It implies a thorough analysis and evaluation of information
assets, analysis of threats attacking information assets, analy-
sis the consequences of information technology failure, analy-
sis of the probability for a success attack and assess the costs
and benefits resulting from investment in information security.

In the paper a comprehensive model for managing the
information security risks is described. The model allows
evaluation of investments in security and protection of busi-
ness information systems. The model is based on quantitative
analysis of security risks and allows evaluation of different
investment options. The model is designed as a standard pro-
cedure, which leads organization from the initial input data
selection to the final recommendations for the selection of an
optimal measure that reduces a certain security risk. The big-
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gest advantage of the model is that it allows direct comparison
and quantitative evaluation of the various security measures:
technological security solutions, the introduction of organi-
zational procedures, training or transfer risk to an external
company. The output data of the model is the profitability of
each security measure as measured by ROI, NPV and IRR and
comparison of individual measures with each other.
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Kvantitativni model za ekonomsko analizo nalozb v informacijsko varnost v poslovnem informacijskem sistemu

Povzetek: V prispevku je predstavljen matematicni model za vrednotenje nalozb v varnostne tehnologije in odloCitvene pro-
cese na podlagi kvantitativne analize varnostnih tveganj ter razli¢nih varnostnih ukrepov, ki zmanjSujejo posamezna tveganja.
Za vse ugotovljene poslovne procese se doloCijo zelene stopnje varnosti, verjetnost za varnostni incident ter morebitna
izguba, ki jo lahko utrpi podjetje. Izbor varnostne tehnologije temelji na u€inkovitosti izbranih varnostnih ukrepov, pri cemer
se za ocenjevanje ucinkovitosti in primerjalno analizo razlicnih varnostnih tehnologij uporabljajo ekonomski kazalci. Za razliko
od obstoje¢ih modelov za oceno nalozb v informacijsko varnost, omogoca predlagani model neposredno primerjavo in kvan-
titativno oceno razlicnih varnostnih ukrepov. Model omogoc¢a podrobno analizo kvantitativhih ocen za razli¢ne vrste nalozb,
ter podaja priporocila, ki omogocajo izbiro optimalne varnostne reditve. Model je bil testiran z uporabo prakti¢nih primerov s
podatki iz realnega poslovnega okolja.

Kljuéne besede: modeliranje, varnostne tehnologije, ekonomski kazalci, nalozbe, poslovni informacijski sistem
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